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Model Numbers

SW1021A Complete System with (1) CAT6 path
SW1023A Complete System with (1) ST Fiber path
SW1025A Complete System with (1) SC Fiber path
SW1022A CAT6 upgrade kit — 1 additional path
SW1024A ST Fiber upgrade kit — 1 additional path
SW1026A SC Fiber upgrade kit — 1 additional path

2U AUTO-BYPASS
SWITCH

CUSTOMER Order toll-free in the U.S.: 877-877-BBOX (outside U.S. call 724-746-5500)
SUPPORT FREE technical support, 24 hours a day, 7 days a week: Call 724-746-5500 or fax 724-746-0746
INFORMATION Mail order: Black Box Corporation, 1000 Park Drive, Lawrence, PA 15055-1018
Web site: www.blackbox.com ¢ E-mail: info@blackbox.com



FEDERAL COMMUNICATIONS COMMISSION
AND
INDUSTRY CANADA
RADIO FREQUENCY INTERFERENCE STATEMENTS

This equipment generates, uses, and can radiate radio-frequency energy, and if not installed and used properly, that is, in strict
accordance with the manufacturer’ s instructions, may cause interference to radio communication. It has been tested and found to
comply with the limits for a Class A computing device in accordance with the specifications in Subpart B of Part 15 of FCC
rules, which are designed to provide reasonable protection against such interference when the equipment is operated in a
commercia environment. Operation of this equipment in aresidentia areais likely to cause interference, in which case the user
at his own expense will be required to take whatever measures may be necessary to correct the interference.

Changes or modifications not expressly approved by the party responsible for compliance could void the user’s authority to
operate the equipment.

This digital apparatus does not exceed the Class A limits for radio noise emission from digital apparatus set out in the Radio
Interference Regulation of Industry Canada.

Le présent appareil numérique n’émet pas de bruits radioél ectriques dépassant les limites applicables aux appareils numériques
delaclasse A prescrites dans e Réglement sur le brouillage radioél ectrique publié par le Industrie Canada.

1. Specifications

Connectors:

CAT6 RHM5 A/B SWITCH CARD — (3) CAT6 RM45 connectors

FIBER OPTIC A/B SWITCH CARDS — (3) Duplex fiber optic SC or (6) ST connectors
CONTROLLER CARD — (1) RM45, (2) RJ11

POWER CARD — (2) two position male MOLEX connectors

Indicators:

CAT6 RM5 A/B SWITCH CARDS - (2) LED, onefor A, onefor B
FIBER OPTIC A/B SWITCH CARDS — (2) LED, onefor A, onefor B
CONTROLLER CARD — (2) LED, one for power, one for status
POWER CARD - (2) LED, one for PSL active, one for PS2 active

Switches:

CAT6 RHM5 A/B SWITCH CARDS - (1) momentary toggle switch, (1) 8-position dip-switch

FIBER OPTIC A/B SWITCH CARDS — (1) momentary toggle switch, (1) 8-position dip-switch

CONTROLLER CARD — (1) momentary toggle switch, (1) 8-position dipswitch, (1) momentary push-button switch, and (1)
key-lock switch.

Power :

CAT6 RHM5 A/B SWITCH CARD — 12 VDC, 40 mA normal, additional 92 mA max while switching.

FIBER OPTIC A/B SWITCH CARDS —12 VDC, 40 mA in A position, 120 mA max in B position, additiona 18.4 mA max
while switching.

CONTROLLER CARD —-12 VDC, 350 mA

The rack may be powered with either one or two (for redundancy) external 100-240VAC 47-63Hz, 12VDC 5A power supply
modules. Additional power supply options are also available.

Physical Dimensions:

RACK —3.5" H x 19" W x 12.5” D (including handles and connectors). The rack chassis has 18 x 0.937” dot positions.
CAT6 RHM5 A/B SWITCH CARD —one slot (0.937 inches wide)

FIBER OPTIC A/B SWITCH CARDS — one dlot (0.937 inches wide)

POWER CARD - one slot (0.937 inches wide)

CONTROLLER CARD - one dot (0.937 inches wide)

Environment:

TEMPERATURE 0° to 40° C operating, -20° to 70° C non-operating
HUMIDITY 0 to 95% non-condensing

ALTITUDE 10,000 ft maximum
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2. Introduction

The 2U Auto Bypass Switch is amultiple port A/B switch that is designed to automatically switch between a normal
network path and a“bypass’ or “failover” path for 10/100/1000/10G Ethernet network environments, or multimode
fiber based Ethernet environments. It consists of a2U high, 19 inch rackmount card cage, a power supply card plus
external 100-240 VAC power supply module (with an option for a second external power supply module for
redundant power), and from 1 to 5 groups of Auto Bypass Switch module cards. Each group of Auto Bypass Switch
modules consists of (2) A/B switch cards and a controller card that provides remote access and control, aswell as
automatic control for its pair of A/B switch cards. There are three types of A/B Switch cards. The CAT6 R}45 A/B
Switch cards support copper based Ethernet environments ranging from 10Base-T up to 10GBase-T. The Fiber
Optic A/B Switch cards are designed for multimode fiber applications and come in two versions—an ST version and
an SC version. The Fiber Optic A/B Switch cards use precision optical mirror mechanisms to switch connections
and are thus completely transparent to rates, protocols, and wavelengths.

Each controller card provides access to user configurable parameters that control an auto-bypass switching function
and an auto-recovery switching function, as well as providing remote switching and monitoring capabilities for each
independent Auto Bypass Switch module group. These features alow the Auto Bypass Switch to be used in a
variety of applications. For example, the Auto Bypass Switch can be used with in-line network monitoring devices,
Intrusion Prevention Systems, etc. to automatically remove these devices from the network for maintenance or
should they fail, while simultaneously providing basic network connectivity viaa*“bypass’ path through the switch.
Other applications include monitoring a*“normal” network path and automatically switching to a redundant
“backup/failover” path when a problem in the normal network path occurs, thus providing minimal disruption in
service to the user(s). To prevent “flapping” when intermittent problems exist in the normal path, the auto recovery
function can be disabled to alow the intermittent problem to be corrected while the system continues to use the
backup path. Once the intermittent problem is fixed, the user can then send a command or use the front panel toggle
switch to cause the 2U Auto Bypass Switch to restore the normal network connections.

In order to be able to perform the auto bypass and auto recovery switching functions, the Auto Bypass Switch issues
ICMP echo request (PING) packets from an internal Ethernet node, thru the “normal” network path, to any user
specified external Ethernet node on the user’s network. If the normal path connections go down for any reason, the
Auto Bypass Switch will detect the failure and automatically switch to the bypass/failover path connections while
simultaneously disconnecting the normal path.

The Auto Bypass Switch can automatically switch connection states using its auto bypass and auto recovery
switching functions, or the user can remotely issue switching commands via the switch’s remote control Ethernet
interface or remote control RS232 serial interface. Manual control of the switch is aso provided via momentary
contact toggle switches on the front of the unit. These manual toggle switches can be disabled via afront panel
keylock switch.

High reliability non-latching telecommunications relays and non-latching optical switching mechanisms are used in
the A/B Switch Cards that form the switching el ements within the Auto Bypass Switch. When powered OFF, these
non-latching relays make a connection between the “A” and the “C” ports on each A/B Switch Card installed in the
Auto Bypass Switch chassis. Thus for most applications, the bypass path will use the“A” ports, and the normal path
will usethe “B” ports. With this configuration, should power to the Auto Bypass Switch fail, the bypass path will
automatically be connected (the Auto Bypass Switch connects the A ports to their corresponding C ports) and
remain connected until power is restored. Once power is restored, the Auto Bypass Switch can automatically
reconnect the normal path (switch back to the B-C connection state) if auto recovery mode is enabled. Or the user
can issue a switch command via the RS232 or Ethernet remote control interface. The front panel toggle switch can
also be used to restore the normal connection path.

3of 24



3. Configuration

3.1 A/B Switch Card Configuration
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Figure 3.1.1 — Typical A/B Switch Card Front & Rear Panels

Each A/B Switch Card has an 8-position DIP switch, used to set the card’ s address. Switch position 1 isthe least
significant bit, and position 8 is the most significant bit. Set each switch position ON (as marked) for a'0’, and OFF
fora'l'. Card address 1 for example, would be DIP switch position 1 OFF, and positions 2-8 ON. Card addresses
within agroup must be unique. Card address “00” is reserved and must not be used. A typical approach isto set
the card addresses in each group to “01” and “02” from left to right within the group. The Controller Card
communicates with the individual switch cards using a multi-drop scheme. If two A/B cards within the same group
have the same address, both will try to respond at the same time, causing communication efrors.

3.2 Controller Card Rear PC Board Configuration
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Figure 3.2.1 — Controller Card Rear Panel Outline
The Controller Card rear pc board assembly has two jumpers for shielding and grounding options. Thetwo 3-

position jumpers are positioned such that pin 1 is toward the card edge connector, and pin 3 is toward the RJ11
connectors. Each 3-position jumper has a 2-position shunt, used to connect two of the three positions together.
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Table 3.2.1 — Controller Card Rear PC Board Jumper Settings

Jumper W1 W2

RJ45 Shield
Connected to Frame Ground * PinltoPin2
Open Pin2to Pin 3

Power Supply Ground
100 Ohm Connection to Frame Ground * PinltoPin2
Direct Connection to Frame Ground Pin2toPin3

* Factory Default Positions

Table 3.2.2 —RJ5 10Base-T Ethernet Port Pin Assignment

Pin | Signal Name Signal Direction
1 Transmit Pair Output

2 Transmit Pair Output

3 Receive Pair Input

6 Receive Pair Input

Table 3.2.3 —RJ11 GANG-IN Port Pin Assignment

Pin | Signal Name Signal Direction
5 Signal Ground Not Applicable
4 Transmit Data / V+ Output / Output
3 Receive Data/ V- Input / Output

2 System Control (OPEN,+12,-12) Input and Output

Note: The function of pins 3 and 4 on the GANG-IN port, are set using jumpers on the front card (see section 3.3
below). Pins 3 & 4 can be configured as TXD and RXD for serial communication, or as V+ and V- to control the
Auto Bypass Switch card group with aremote toggle switch. The connectionsto V+ and V- arethrough 1 K ohm
resistors. The System Control signal can be used as an input or an output. If used an Input, this pin should normally
be open. Thisinput isdrivento +V to switch the system to A, and is driven to —V to switch the system to B. Once
the system switches connection states, the Input can be returned to open. If used as an Output, this signal is driven to
+10 VDC when the user initiates a system switch to A, and is driven to —10 VDC when the user initiates a system
switch to B.

Table 3.2.4-RJ11 GANG-OUT Port Pin Assignment

Pin | Signal Name Signal Direction
5 No Connection Not Applicable
4 Transmit Data Output

3 Receive Data Input

2 Signal Ground Not Applicable

Note: The RJ11 Gang Out port is not typically used for Auto Bypass Switch applications.

3.3 Controller Card Front PC Board Configuration
The Controller Card front pc board has an 8-position dipswitch and four jumpers for user configurable options. The

four 3-position jumpers are positioned such that pin 1 istoward the front panel, and pin 3 is toward the rear of the
card. Each 3-position jumper has a 2-position shunt, used to connect two of the three positions together.
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Table 3.3.1 — Controller Card Front PC Board Jumper W1 and W2 Settings

Jumper W1 W2

Gang-In Pin 3
Connected to TXD * Pin1toPin2
Connected to V+ through 1K Pin2to Pin 3

Gang-InPin 4
Connected to RXD * Pinl1toPin2
Connected to V- through 1K Pin2to Pin 3

* Factory Default Setting

The jumpers W1 and W2 function as a pair to configure the gang-in port. Refer to table 3.2.3 for the GANG-IN port
pin assignment. Connect to TXD and RXD to support RS-232 serial communications, or connect to V+ and V-
through 1 K ohm resistors to control the system control input with aremote toggle switch. Note that the serial port
isrequired for setup of the network parameters.

Table 3.3.2 — Controller Card Front PC Board Jumper W4 and W5 Settings

Jumper W4 W5

Input Port Source
no Ethernet capabilities Pin1to Pin2
Ethernet version * Pin2toPin3

Input Port Source
no Ethernet capabilities Pin1to Pin2
Ethernet version * Pin2toPin3

* Factory Default Setting

Jumpers W4 and W5 function as a pair to configure the input port source. It should not be necessary to change these
jumpers from their factory set positions. These jumpers configure the source for communications to the internal
processor on the Controller Card.

The 8-position dipswitch SW2 on the Controller Card is used to define the Controller Card’ s address. Switch
position 1 isthe least significant bit, and position 8 is the most significant bit. Set each switch position ON (as
marked) for a'0", and OFF for a'1'. Address 1 for example, would be DIP position 1 OFF, and positions 2-8 ON.
Controller Card addresses may be repeated within the Auto Bypass Switch chassis since each controller card hasit’s
own set of interface connectors and unique | P address. However, the user may find that setting each controller card
to a unique value helps to eliminate confusion. Address “00” is reserved and must not be used.

3.4 TCP/IP and Auto Bypass Configuration

Once the user configurable jumpers and DIP switch settings inside the 2U Auto Bypass Switch are configured, there
are several parametersrelated to TCP/IP operations and the auto bypass and auto recovery functions that must be
initially configured in order to operate the 2U Auto Bypass Switch. These parameters are accessible using either the
seria RS232 remote control interface or the Ethernet remote control interface. These parameters include:

I P address, subnet mask, and gateway address for the Ethernet remote control interface on the 2U Auto
Bypass Switch (this interface also functions as the internal Ethernet node that acts as the “PING source’
used by the auto bypass and auto recovery switching functions). Note that the default values for these
parameters are 192.168.1.30, 255.255.255.0, and 192.168.1.1 respectively.
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IP address and MAC address of the external Ethernet node that the 2U Auto Bypass Switch isto monitor in
order to determine when to switch between the normal and the bypass paths. A value of 0.0.0.0 for the
monitor 1P address disables the auto bypass and auto recovery switching functions.

Monitor interval —thisis the time interval between PINGsissued by the internal Ethernet node in the 2U
Auto Bypass Switch, measured in 100 msec increments. For example, if you want the 2U Auto Bypass
Switch to issue PINGs every 1.5 seconds then set this value to 15. The valid rangeis 1 to 255 (0.1 seconds
to 25.5 seconds). A value of 0 disables the automatic bypass/recovery functions.

Monitor fail count —thisis the number of successive PING attempts that must fail before the 2U Auto
Bypass Switch automatically switches to the bypass path and removes the normal connection path. The
valid rangeis 1 to 255. A value of 0 disables the automatic bypass/recovery functions.

Monitor ok count —this is the number of successive PING attempts that must succeed before the 2U Auto
Bypass Switch automatically switches back to the normal path and removes the bypass connection path.
Thevalid rangeis 1 to 255. A value of 0 disables only the automatic recovery function — automatic bypass
will still operate. If auto recovery is disabled the user must manually switch back to the normal path viathe
front panel toggle switch or by issuing a“SET SYSTEM B” command to the 2U Auto Bypass Switch.

The SAVE command saves any changes that are made to the configuration parameters for the next startup.
If the Save command is not used, the 2U Auto Bypass Switch will revert back to the prior configuration
settings the next time power is cycled, or after receiving a Reset command.

The RESET command restarts the 2U Auto Bypass Switch. Any configuration changes that were not first
saved will be defaulted back to their prior settings when the Auto Bypass Switch restarts.

For additional details regarding the commands used to set these parameters, see Section 7.
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4. Installation

4.1 Find alocation suitable for installing the 2U Auto Bypass Switch, with access to AC power outlets and the
connections you intend to switch through the unit.

4.2 If youintend to use serial control, connect to the RJ11 Gang In RS232 console port using the supplied DB9 to
RJ11 adapter and RJ11 to RJ11 crossover cable. The datarate and format is fixed at 9600 bps, no parity, 8
data bits, and 1 stop bit. See Table 3.2.3 for the RJ11 Gang In port connector pin assignments.

4.3 Therearetwo sets of A/B switch cards per each “path group” within the 2U Auto Bypass Switch. Connect
RJ5 cables or multi mode fiber cables between the 2U Auto Bypass Switch and the devices/network
connections that you intend to switch. The 2U Auto Bypass Switch connects each C (common) port to either
the respective A port or B port for both switching elements. Telecommunications relays and optical switch
mechanisms are used to make these connections between ports, which makes the 2U Auto Bypass Switch
completely transparent to data formats, rates, protocols, etc. Note that the switch provides straight through
RJ5 connections. If your application requires a cross-over cable, use only (1) RJ5 cross-over cable in that
path. Use a straight through RJ5 cable on the other side of the switch. And since non-latching relays are
used in the 2U Auto Bypass Switch, the A-C connection state is typically used for the bypass or failover path
connections, and the B-C connection state is used for the normal path connections.

For example, in Intrusion Prevention System and similar applications, the two “A” ports on the 2U Auto
Bypass Switch are typically connected together with a short patch cable. The “B” ports on the 2U Auto
Bypass Switch are connected to the IN/OUT ports on the IPS. And the “C” ports on the 2U Auto Bypass
Switch are used to provide the connections between the firewall and the 2U Auto Bypass Switch, and
between the 2U Auto Bypass Switch and the first edge router/switch on the network. Thus when in the bypass
mode, data will flow between the firewall and one of the“C” ports, thru the first “A” port to the second “A”
port, and then out the second “C” port to the edge router/switch. And when in the normal mode, the data will
flow between the firewall and one of the*C” ports, thru the first “B” port to the IPS and then back from the
IPS to the second “B” port, and then out the second “C” port to the edge router/switch.

Typical IPS Configuration

Note: The 2U Auto Bypass Switch
PINGs the firewall IP address thru the
edge switch, path C2 — B2, thru the Firewall
IPS and path B1 — C1 to detect a
network failure.

IP & MAC address

_______________

el ) [ SR
IPS B1 %t m

1 1
! Optional !
NORMAL SW1021A BYPASS | Failover
1 1
1 1

B2 A2 o IPS
C2 Network ! L mmmmmm - o 1

\ Port ' i

Edge Switch

A

Users
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4.4

4.5

4.6

A typical failover application where a redundant or backup connection is required would have the host device
connected to one of the “C” ports, with the normal network connection to the respective “B” port, and the
failover network connection to the respective “A” port. The 2U Auto Bypass Switch provides two separate
A/B switching elements, so two separate host devices can be connected to their own “normal” and “failover”
network ports. However, if the auto bypass/recovery functions of the 2U Auto Bypass Switch are used, both
devices will be simultaneously switched between their normal and failover connections when the auto bypass
or the auto recovery switching functions occur.

Typical Failover Configuration

Note: The SW1021A Auto bypass switch PINGs an IP
address on the primary network to detect a network path

failure.
. C1 .

Network switch Al Network Switch

/ Primary servers Bl swioz21a / Back-up servers
B2 A2 (Failover network)

NORMAL C2 g(‘j:‘t”"’k BYPASS
L2 or L3
Users < Switch

Connect a 12V DC power supply to either power supply connector. If you are using redundant power
supplies, connect one to each power supply connector. Apply AC power to (each) power supply. The
indicators, PS1 and PS2 on the front of the unit will indicate when each power supply is energized. The
switch position indicators (A and B) on the front of the unit will light depending on the position of the A/B
switching elements within the 2U Auto Bypass Switch. LED A lights when the switching elements in the 2U
Auto Bypass Switch arein position A, and LED B lights when the switching elements within the 2U Auto
Bypass Switch are in position B.

Before you connect the 2U Auto Bypass Switch’s Ethernet remote control port to your Ethernet network, you
must first configure the 2U Auto Bypass Switch TCP/IP related parameters. Y ou should set these parameters
before attaching to your network as the default parameters may not work or could interfere with your
network. See Section 3 for alist of the TCP/IP parameters that need to be configured.

Once the TCP/IP parameters have been configured, connect the NETWORK port on the 2U Auto Bypass
Switch to your layer 2 switch, HUB, or router. If using the 2U Auto Bypass Switch auto bypass/recovery
switching functions, this same layer 2 switch/HUB/router should also be connected to the appropriate switch
ports on the 2U Auto Bypass Switch in order to create the required normal and/or bypass paths through the
2U Auto Bypass Switch, and to allow the PING packets from the internal Ethernet node on the 2U Auto
Bypass Switch to travel to the desired external Ethernet node on the user’s network. If your network is fiber
optic based, you will need a media converter to convert the 10Base-T signals of the Auto Bypass Switch
NETWORK port to fiber optic Ethernet signals.
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In atypica IPS environment, the NETWORK port on the 2U Auto Bypass Switch would be connected to an
unused port on the edge router/switch mentioned in the example configuration in section 4.3 above. To
provide auto bypass switching, the 2U Auto Bypass Switch should be configured to use the firewall’s 1P and
MAC addresses for the monitor |P address and monitor MAC address parameters. With this configuration, if
the 2U Auto Bypass Switch detects a problem thru the normal path and the IPS to the firewall, it will
automatically switch to the bypass path. The auto recovery switching function is not valid in this environment
and should be disabled. This allows the network security manager to verify that when a problem occursin the
normal path thru the IPS, thus causing the 2U Auto Bypass Switch to switch to the bypass path, that any
problems related to the IPS and the normal path are resolved before the IPS is reconnected to the network.

In atypical failover environment, the NETWORK port on the 2U Auto Bypass Switch would be connected to
alayer 2 switch or HUB that also connects between the “B” port on the 2U Auto Bypass Switch and the
user’s“normal” network. To provide auto failover/recovery, the 2U Auto Bypass Switch should be
configured to use the IP and MAC addresses of a device on the “normal” network for the monitor IP address
and monitor MAC address parameters. With this configuration, the auto bypass switching function will cause
the 2U Auto Bypass Switch to automatically switch to the failover network if it detects a problem thru the
normal path to the device being monitored. When the auto recovery switching function is enabled, it will
cause the 2U Auto Bypass Switch to automatically switch back from the failover network connection to the
normal network connection, once the 2U Auto Bypass Switch is able to PING the monitored device again on
the normal network path.

The monitorip address and monitormac address parameters can be configured to monitor connectivity to any
device within, or outside of the user’s network environment. If monitoring connectivity to a device on the
same subnet as the 2U Auto Bypass Switch’s internal Ethernet node, set the 2U Auto Bypass Switch's
monitorip address and monitormac address parameters to the | P address and MAC address of the device being
monitored. If monitoring connectivity to a device on a different subnet/network than the 2U Auto Bypass
Switch'sinterna Ethernet node, set the 2U Auto Bypass Switch’s monitormac address parameter to the MAC
address of the gateway router on the 2U Auto Bypass Switch’s subnet, and set the monitorip address
parameter to the IP address of the device being monitored. This allows the PING packet issued by the 2U
Auto Bypass Switch to be routed through the gateway router to the target device on a different
subnet/network. 1f you don’'t know the MAC address of the target device or the gateway router on the 2U
Auto Bypass Switch’s subnet, one method isto open a command prompt window on a P.C. attached to that
same subnet and use the “arp -a” command to retrieve this information from the P.C.’ s arp cache (you may
need to PING the IP address first before the entry will appear in the arp cache).
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5. Operation

Whenever the 2U Auto Bypass Switch is powered OFF, or if power fails, the non-latching relaysin the 2U Auto
Bypass Switch will bein the “A” position, connecting the devices/networks attached to the “A” portsto the“C”
ports of both sets of A/B switching elements within the 2U Auto Bypass Switch. When power is applied to the 2U
Auto Bypass Switch, the appropriate power supply status indicators (PS1 and/or PS2) will light and LED indicators
“A” on the front of the unit will also light to show that the non-latching relaysin the 2U Auto Bypass Switch arein
the“A” position. Both A/B switching elementsin the 2U Auto Bypass Switch will remainin the “A” position until
the user manually changes switch states via command or via the front panel toggle switch, or if auto recovery
switching is enabled and the 2U Auto Bypass Switch determines that the normal path is available.

5.1 Manual Switching

The 2U Auto Bypass Switch can be switched (both sets of ports simultaneoudly) from the momentary toggle switch
located on the front of the Controller Card. This switching action is enabled by the front panel keylock switch also
located on the Controller Card, which must be in the position labeled ENABLE for manual switching to occur. The
individual toggle switches on each A/B Switch Card can also be used to switch just that card between the A and B
states. This feature may be useful for troubleshooting or during initial installation..

5.2 Serial RS232 Switching

The 2U Auto Bypass Switch can be switched using commands over a serial communicationsline. The parameters
of the RS232 console port are fixed at 9600 baud, no parity, 8 data bits, 1 stop and no flow control (commonly
abbreviated as 9600, N, 8, 1, NONE).

When the 2U Auto Bypass Switch powers up, it will send a sign-on message followed by a prompt character “>” to
your serial terminal device. After each command is executed, the associated response from the Auto Bypass Switch
will beissued, followed by a prompt character. For systems where the console port is being commanded by
software, the software should wait for this prompt character before sending each and every command to the 2U Auto
Bypass Switch.

It is possible to switch either or both sets of switch portsin that controller card’ s switch module group to the A or B
connection state using the appropriate serial commands. It isaso possible to query the position of either or both sets
of switch ports using serial commands. The RS232 seria interface is NOT affected by the position of the front

panel keylock switch —it will act upon and respond to commands it receives even if the keylock switch isin the
DISABLE position.

To display acomplete list of the commands available viathe serial RS232 interface, type “help” at the command
prompt as shown below. For a detailed description of each command, see section 7.

> help

CONSOLE COMMANDS:

GET ALL (display al parameters)

GET VERSION (display software versions)

SET SYSTEM [A/B] (control respective A/B switch card group)
SET RACK N (control respective A/B switch card group)
GET[SET] PORT N [A/B] (control single port)

GET POWER N

GET[SET] IPADDRESS [X.X.X.X]

GET[SET] SUBNETMASK [X.X.X.X]

GET[SET] GATEWAY [X.X.X.X]

GET[SET] READCOMMUNITYNAME [string]
GET[SET] WRITECOMMUNITYNAME [string]
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GET[SET] WEBENABLE [ON/OFF]

GET[SET] WEBPASSWORD [string]

GET[SET] WEBTIMEOUT [N] (seconds)

GET[SET] WEBPORT [N]

GET[SET] TELNETENABLE [ON/OFF]

GET[SET] TELNETPASSWORD [string]

GET[SET] TELNETTIMEOUT [N] (seconds)

GET[SET] TELNETPORT [N]

GET[SET] MONITORIP [X.X.X.X] (0.0.0.0 to disabl€)
GET[SET] MONITORMAC [X X X X X X] (X =HEX CHARYS)
GET[SET] MONITORINTERVAL [N] (1/10 seconds, 0 to disable)
GET[SET] MONITORFAILCOUNT [N] (O to disable)
GET[SET] MONITOROKCOUNT [N] (0 = no auto recover)
GET[SET] AUTHENTICATIONTRAP [ON/OFF]

GET[SET] MANAGER N [X.X.X.X] (0.0.0.0 to disable an entry)
GET MANAGER (display all SNMP managers)

SAVE save settings for next startup

RESET restart (use after SAVE)

>

Notes:
- Commands can be entered in upper or lower case. passwords ARE case sensitive.

All commands should be terminated with a carriage return (ASCII 13).

Many of the commands can be abbreviated using just first letters, i.e. “g @’ for “get all” or “sp 2 @’ for “set

port2a’.

5.3 Ethernet Switching

In order to use the Ethernet NETWORK port, you must set the IPADDRESS, SUBNETMASK, and GATEWAY
address of the 2U Auto Bypass Switch before connecting to your network (see section 6 for more details).

The 2U Auto Bypass Switch can be switched using SNMP commands over a TCP/IP Ethernet network. The
NETWORK port on the 2U Auto Bypass Switch is 10base-T only. After setting up the system and powering up for
the first time, you may or may not need to change other parameters for your application. These parameters are
stored in non-volatile memory, and must be made permanent by using the SAVE command. After saving new
parameters, cycle power or use the RESET command to reboot the 2U Auto Bypass Switch to use the newly saved
parameters. See the MIB Path Summary for alist of SNMP variables and their functions.

The 2U Auto Bypass Switch aso includes a built in http server that allows all of the commands that are available via

the RS232 serial port to be accessed via a web browser interface. See section 8 for a detailed description of this
feature.
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6. Network Setup

To perform the initial setup of the 2U Auto Bypass Switch you can use a serial terminal capable of 9600 baud, no
parity, 8 data bits, and 1 stop bit. Connect this termina to the RS232 console connector on the 2U Auto Bypass
Switch using the supplied DB9 to RJ11 adapter and RJ11 to RJ11 crossover cable. Then apply power to the system.

After this process is complete you will see a sign-on message displayed on the seria console, i.e.

Net wor k Agent Version 2.9 JUN 2007
Copyright (C 2007
Al rights reserved

System starting ...
consol e ready.
>

At this point the console is ready for the low level configuration changes necessary before you will be able to
communicate with the unit using TCP/IP. Y ou will need to enter an |P address and subnet mask, gateway address,
read and write SNMP community names if using SNMP, or aweb password for browser access. These parameters
then need to be saved into non-volatile memory, and the system will then need to be reset to allow it to reconfigure
with the new settings. Any time one or more of these parameters is changed, they must be saved followed by a
system reset. The following shows atypical setup session. Change the entered parameters to suit your application
requirements. All the console level commands available are described in detail in section 7.

>set ipaddress 192.168.1.200

R

>set subnet mask 255. 255. 255.0

5 R

set gateway 192.168.1.1

5 R

set readconmmuni t ynanme public

5 R

set writeconmunitynanme private

5 R

save

R

>reset
restarting ...

After the system reinitializes, you will again be greeted by the sign-on message as before. At this time, the unit will

respond to SNMP and HT TP messages at the assigned | P address. Y ou can now attach a 10base-T CATS5 cableto
the network port and to an available port on your hub/switch/router.
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7. Console Commands

The following commands are available from the console prompt of the unit. All commands are case insensitive,
although several variable parameters are case sensitive (read/write community hames and web password). Many of
the command words such as GET, SET, SY STEM, and PORT can all be abbreviated by the first |etter of the
command. Thisalows shorthand entry of switching commands.

GET ALL
Displays al parameters and settings. An example output is shown below.

System Status: X

IP Address; 192.168.1.30

Subnet Mask: 255.255.255.0
Gateway IP Address: 192.168.1.1
Web Enable: Enabled

Web Password: mctech

Web Timeout: 300

Web Port: 80

Telnet Enable: Enabled

Telnet Password: dataman

Telnet Timeout: 80

Telnet Port: 23

Monitor |P Address: 207.155.249.112
Monitor MAC Address: 00 OC 41 3C 98 54
Monitor Interval: 10

Monitor Fail Count: 5

Monitor Ok Count: 5

Read Community Name: public
Write Community Name: private
Authentication Trap: Disabled
2.9 JUN 2007, V1.1 10/ 2003

SNMP Managers:

1. 192.168.1.113
2: 192.168.1.115
3: 192.168. 1. 149

GET VERSION

Displays the software revision of the system.
2.9 JUN 2007, V1.1 10/2003

GET SYSTEM

This command is not supported in the 2U Auto Bypass Switch. If this command isissued to the 2U Auto Bypass
Switch it will respond with the following:

System Status: X
SET SYSTEM A[B]

Sets both of the A/B switching elements for the connected controller card to position A or B.
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GET RACK N

This command is not supported in the 2U Auto Bypass Switch. If this command isissued to the 2U Auto Bypass
Switch it will respond with the following:

Rack Status: XXXXXXXXXXXX

GET PORT N

Displays the status of A/B switching element N (1-2). The response will be“A” or “B”.
Port Status: B

SET PORT N A[B]

Sets the addressed A/B switching element N (1-2) to position A or B. Note that the 2U Auto Bypass Switch only
uses the first two A/B switching elements. Setting the switch state of any of the other 14 positions is not meaningful.

GET POWER N

This command is not supported in the 2U Auto Bypass Switch. If this command isissued to the 2U Auto Bypass
Switch it will respond with the following:

Power Status: External Supply

SET IPADDRESS X.X.X.X
GET IPADDRESS

Set or display the current IP address of the network module. Any change will not become permanent until a SAVE
operation is performed.

SET SUBNETMASK X.X.X.X

GET SUBNETMASK

Set or display the current subnet mask of the network module. Any change will not become permanent until a
SAVE operation is performed.

SET GATEWAY X.X.X.X
GET GATEWAY

Set or display the current gateway 1P address of the network module. Any change will not become permanent until
a SAVE operdion is performed.

SET READCOMMUNITYNAME string
GET READCOMMUNITYNAME

SET WRITECOMMUNITYNAME string
GET WRITECOMMUNITYNAME

Set or display the current read or write community name as specified. Note that these are case sensitive fields. Any
change will not become permanent until a SAVE operation is performed.

SET WEBENABLE ON[OFF]
GET WEBENABLE

Set or display the current state of web based access. The network module will not accept any HT TP requests when
web enableis off. Any change will not become permanent until a SAVE operation is performed.
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SET WEBPASSWORD string
GET WEBPASSWORD

Set or display the current web password. Note that thisis a case sensitive field. Any change will not become
permanent until a SAVE operation is performed.

SET WEBTIMEOUT seconds
GET WEBTIMEOUT

Set or display the current web timeout in seconds. After a period of inactivity of this many seconds, the network
module will request alogin. Note that the web timeout cannot be disabled. Any change will not become permanent
until a SAVE operation is performed.

SET WEBPORT N
GET WEBPORT

Set or display the current web port number. Changing the web port number from the default can be used to provide
an additional level of security. Any change will not become permanent until a SAVE operation is performed.

SET TELNETENABLE ON[OFF]
GET TELNETENABLE

Set or display the current state of telnet based access. The network module will not accept any telnet requests when
telnet enable is off. Any change will not become permanent until a SAVE operation is performed.

SET TELNETPASSWORD string
GET TELNETPASSWORD

Set or display the current telnet password. Note that thisis a case sensitive field. Any change will not become
permanent until a SAVE operation is performed.

SET TELNETTIMEOUT seconds

GET TELNETTIMEOUT

Set or display the current telnet timeout in seconds. After a period of inactivity of this many seconds, the network
module will disconnect any current telnet session. Note that the telnet timeout cannot be disabled, it can however,
be set arbitrarily large. Any change will not become permanent until a SAVE operation is performed.

SET TELNETPORT N
GET TELNETPORT

Set or display the current telnet port number. Changing the telnet port number from the default can be used to
provide an additional level of security. Any change will not become permanent until a SAVE operationis
performed.

SET MONITORIP [X.X.X.X]
GET MONITORIP

Set or display the IP address of the device that the 2U Auto Bypass Switch isto PING to determine whether or not
the normal and/or bypass path is operational. Setting thisto 0.0.0.0 disables the auto bypass and the auto recovery
functions. Any change will not become permanent until a SAVE operation is performed.

SET MONITORMAC [X X X X X X]
GET MONITORMAC

Set or display the MAC (Ethernet) address of the device that the 2U Auto Bypass Switch isto PING to determine
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whether or not the normal and/or bypass path is operational. This value is entered as a series of six HEX characters
with spaces between each HEX character. If monitoring connectivity to a device on the same subnet as the 2U Auto
Bypass Switch’s internal Ethernet node, set the monitormac address parameters to the MAC address of the device
being monitored. If monitoring connectivity to a device on a different subnet/network than the 2U Auto Bypass
Switch’sinternal Ethernet node, set the 2U Auto Bypass Switch’s monitormac address parameter to the MAC
address of the gateway router on the 2U Auto Bypass Switch’s subnet. Any change will not become permanent until
a SAVE operation is performed.

SET MONITORINTERVAL [N]
GET MONITORINTERVAL

Set or display the time interval between PINGs issued by the internal Ethernet node in the 2U Auto Bypass Switch,
measured in 100 msec increments. To issue PINGs every 1.5 seconds, set thisvalueto 15. The valid rangeis1to
255 (0.1 seconds to 25.5 seconds). A value of 0 disables the automatic bypass/recovery functions. Any change will
not become permanent until a SAVE operation is performed.

SET MONITORFAILCOUNT [N]
GET MONITORFAILCOUNT

Set or display the number of successive PING attempts that must fail before the 2U Auto Bypass Switch
automatically switches to the bypass path and removes the normal path connection path. The valid rangeis 1 to 255.
A value of 0 disables the automatic bypass/recovery functions. Any change will not become permanent until a
SAVE operation is performed.

SET MONITOROKCOUNT [N]
GET MONITOROKCOUNT

Set or display the number of successive PING attempts that must succeed before the 2U Auto Bypass Switch
automatically switches back to the normal path and removes the bypass connection path. The valid range is 1 to 255.
A value of 0 disables only the automatic recovery function — automatic bypass will still operate if enabled. If auto
recovery is disabled the user must manually switch back to the normal path viathe front panel toggle switch or by
issuing a“set system B” command to the 2U Auto Bypass Switch. Any change will not become permanent until a
SAVE operation is performed.

SET AUTHENTICATIONTRAP ON[OFF]
GET AUTHENTICATIONTRAP

Set or display the current state of authentication error traps. Authentication traps will be generated when this
parameter is set to ON, and not generated when set to OFF. Note that this setting only affects the trap generation,
and not how the network module handles an authentication failure. An authentication failure generally means that
an SNM P access was attempted with an incorrect community name. Any change will not become permanent until a
SAVE operation is performed.

SET MANAGER N X.X.X.X
Set SNMP manager N (1-16) |1P address.

Up to 16 SNMP MANAGER IP addresses can be entered for destinations of trap messages. Trap messages will be
sent to all enabled MANAGER IP addresses. To remove an entry from the list, set the IP address to 0.0.0.0. Any
change will not become permanent until a SAVE operation is performed.

SNVP Manager Tabl e:
1: 192.168.1.113
2: 192.168.1. 115
3: 192.168.1.149
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GET MANAGERN

Display SNMP manager N (1-16) IP address.
GET MANAGER

Display all SNMP manager |P addresses.
SAVE

Save settings for next startup. All settings are stored in non-volatile memory and restored upon power on. Changes
to parameters will not become permanent unless a SAVE operation is performed. (Save followed by reset command)

RESET

Causes a network system reboot and reloads all parameters from stored settings.

?
HELP

Displays alist of available commands. The help display output is shown below.
>help

CONSOLE COMMANDS:

GET ALL (display al parameters)

GET VERSION (display software versions)

GET[SET] SYSTEM [A/B] (control all system ports)

GET RACK (display al ports)

GET[SET] PORT N [A/B] (control single port)

GET POWER N

GET[SET] IPADDRESS [X.X.X.X]

GET[SET] SUBNETMASK [X.X.X.X]

GET[SET] GATEWAY [X.X.X.X]

GET[SET] READCOMMUNITYNAME [string]

GET[SET] WRITECOMMUNITYNAME [string]

GET[SET] WEBENABLE [ON/OFF]

GET[SET] WEBPASSWORD [string]

GET[SET] WEBTIMEOUT [N] (seconds)

GET[SET] WEBPORT [N]

GET[SET] TELNETENABLE [ON/OFF]

GET[SET] TELNETPASSWORD [string]

GET[SET] TELNETTIMEOUT [N] (seconds)

GET[SET] TELNETPORT [N]

GET[SET] MONITORIP [X.X.X.X] (0.0.0.0 to disabl€)
GET[SET] MONITORMAC [X X X X X X] (X =HEX CHARYS)
GET[SET] MONITORINTERVAL [N] (1/10 seconds, O to disable)
GET[SET] MONITORFAILCOUNT [N] (O to disable)
GET[SET] MONITOROKCOUNT [N] (0 = no auto recover)
GET[SET] AUTHENTICATIONTRAP [ON/OFF]

GET[SET] MANAGER N [X.X.X.X] (0.0.0.0 to disable an entry)
GET MANAGER (display all SNMP managers)

SAVE save settings for next startup

RESET restart (use after SAVE)

>
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8. Web Interface

The network module provides access to console commands through a web browser interface. When enabled (see
SET WEBENABLE command) accessing the default page on the modules IP address (index.html) will present the
following page (or similar).

Note: If using a pop up blocker on your web browser, be sure to allow pop ups from the I P address of the Auto
Bypass Switch, otherwise you could experience trouble receiving a response through theinterface.

Web Interface Version 1.0
Copyright (c) 2007
All rights reserved.

Please logon:

Password:
Submit

Figure 8.1 Logon Screen

After successfully entering the correct web password (see SET WEBPASSWORD command) you will get the
following page (or similar).

Web Interface Version 1.0
Copyright (c) 2007

All rights reserved.

ww

Command console:

Enter new command:

Send Command ‘ Logoff ‘

Figure 8.2 Initial Command Screen

IMPORTANT: Do NOT click on the “submit” button or press the “enter” key on your keyboard multiple times.
The web browser interface on the SNMP module typically takes 5 to 10 seconds to process a command and return a
response. Clicking on “submit” or hitting “enter” multiple times while the SNMP module is processing a command
can cause the SNMP module to decide that the interface is not functioning properly. If this happens, the SNMP
module will become non-responsive until it receives avalid login request i.e. you must re-enter the SNMP module's
IP addressin the address bar of your web browser, and then re-logon when the logon screen appears.

At this point you may enter any valid command into the text box and click “Send Command” to execute. The
following is an example result of the GET ALL command.
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Web Interface Version 1.0
Copyright (c) 2007
All rights reserved.

Command console:
Output from last command...

System Status: X

IP Address; 192.168.1.31

Subnet Mask: 255.255.255.0
Gateway IP Address: 192.168.1.1
Web Enable: Enabled

Web Password: mctech

Web Timeout: 300

Web Port: 80

Telnet Enable: Enabled

Telnet Password: dataman

Telnet Timeout: 80

Telnet Port: 23

Monitor |P Address: 192.168.1.150
Monitor MAC Address: 00 07 62 71 BB 4D
Monitor Interval: 15

Monitor Fail Count: 5

Monitor Ok Count: 5

Read Community Name: public
Write Community Name: private
Authentication Trap: Disabled
2.9 JUN 2007, V1.1 10/2003
SNMP Managers:

1: 192.168.1.109

Enter new command:

Send Command ‘ Logoff ‘

Figure 8.3 Example Command Results Screen

The network controller will allow only 1 web access session. To free up a session without waiting for the web
timeout, click “Logoff”. For this reason, the web timeout should be set to aworkable time. Resetting the unit will
clear any current web session.
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9. SNMP MIB Path Summary

The following MIB Path Summary shows the variables available on a 2U A/B switching system.

[internet] — 1.3.6.1
[private] — 1.3.6.1.4
[enterprises] — 1.3.6.1.4.1
[mctech] — 1.3.6.1.4.1.9477

[mctech] — 1.3.6.1.4.1.9477
private enterprise number

[mcAgent] —1.3.6.1.4.1.9477.1
SNMP Agent

[abSwitchSystem] — 1.3.6.1.4.1.9477.1.4
A/B Switch System

[abSystemGangPort] — 1.3.6.1.4.1.9477.1.4.1

[abRackTable] — 1.3.6.1.4.1.9477.1.4.2
[abRackindex] — 1.3.6.1.4.1.9477.1.4.2.1.1.Rackindex
[abRackGangPort] — 1.3.6.1.4.1.9477.1.4.2.1.2.Rackindex
[abRackKeyStat] — 1.3.6.1.4.1.9477.1.4.2.1.3.Rackindex
[abRackPowerStat] — 1.3.6.1.4.1.9477.1.4.2.1.4.Rackindex
[abRackSoftwareVersion] — 1.3.6.1.4.1.9477.1.4.2.1.5.Rackindex
[abRackName] — 1.3.6.1.4.1.9477.1.4.2.1.6.Rackindex
[abRackCards] — 1.3.6.1.4.1.9477.1.4.2.1.7.Rackindex

[abSwitchTable] — 1.3.6.1.4.1.9477.1.4.3
[abSwitchindex] — 1.3.6.1.4.1.9477.1.4.3.1.1.Switchindex
[abSwitchPort] — 1.3.6.1.4.1.9477.1.4.3.1.2.SwitchIndex
[abSwitchSoftwareVersion] — 1.3.6.1.4.1.9477.1.4.3.1.3.Switchindex
[abSwitchName] — 1.3.6.1.4.1.9477.1.4.3.1.4.SwitchIndex
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A/B Switch System SNMP Variable Definitions:

[abSystemGangPort] — 1.3.6.1.4.1.9477.1.4.1

A/B Switch System gang port. This variable is used to control all A/B Switch Cards in the
system. A system may consist of up to 255 racks, each rack containing up to 16 A/B Switch
Cards. It is write only.

[abRackTable] — 1.3.6.1.4.1.9477.1.4.2
A/B Switch Rack variable table. This variable is not directly accessible.

[abRackindex] — 1.3.6.1.4.1.9477.1.4.2.1.1.Rackindex

A/B Switch Controller “Rack” address. The A/B Switch Controller address is set via an eight
position dip switch on the card. Each A/B Switch Controller in the system MUST have a unique
address, in the range of 0x01 to OxFF hex. Address 0x00 is invalid, and must not be used. This
is a read only variable.

[abRackGangPort] — 1.3.6.1.4.1.9477.1.4.2.1.2.Rackindex
A/B Switch Rack gang port. This variable is used to control all A/B Switch Cards in a rack. A
rack may contain up to 16 A/B Switch Cards. It is write only.

[abRackKeyStat] — 1.3.6.1.4.1.9477.1.4.2.1.3.Rackindex

A/B Switch Rack Key-Lock Switch Status. This is a read only variable. This variable can be
used to determine if the Key-Lock Switch is in the OFF or ON position. The front panel switches
in the rack are disabled when the Key-Lock Switch is in the OFF position. The A/B Switches will
still respond to switch control signals and commands from the GANG-IN and GANG-OUT ports.

[abRackPowerStat] — 1.3.6.1.4.1.9477.1.4.2.1.4. Rackindex

A/B Switch Rack Power Status. This is a read only variable.

The 2U A/B Switch controller rack may contain one or two power supplies. If one power supply
is installed and operating, the Power Status will report “OneSupply”. If two power supplies are
installed and both are operating, the Power Status will report “TwoSupplies”. If two power
supplies are installed and one is off line, the Power Status will report “One Supply Down”.

[abRackSoftwareVersion] — 1.3.6.1.4.1.9477.1.4.2.1.5.Rackindex
A/B Switch Controller Software Version. This is a read only variable, and is limited to a
maximum of 14 characters.

[abRackName] — 1.3.6.1.4.1.9477.1.4.2.1.6.Rackindex
A/B Switch Controller Identification String. The string is limited to a maximum of 14 characters.

[abRackCards] — 1.3.6.1.4.1.9477.1.4.2.1.7.Rackindex

A/B Switch Rack Card Status, One character for each of the sixteen cards in the rack. This
variable is present for compatibility with other A/B switching systems. It is read only and will
respond “NA”.

[abSwitchTable] — 1.3.6.1.4.1.9477.1.4.3
A/B Switch Rack variable table. This variable is not directly accessible.

[abSwitchindex] — 1.3.6.1.4.1.9477.1.4.3.1.1.Switchindex

A/B Switch “Card” address.
On a 2U A/B Switch System, the switch card address is set via an eight position dip switch on
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the card. Each 2U A/B Switch cards in the system MUST have a unique address, in the range
of 0x01 to OxFF hex. Address 0x00 is invalid, and must not be used. This is a read only
variable.

[abSwitchPort] — 1.3.6.1.4.1.9477.1.4.3.1.2.SwitchIndex

A/B Switch Card port. This variable is used to control the A/B Switch Card selected port. When
set to A, the switch will connect port A to port C. When set to B, the switch will connect port B to
port C. If the addressed A/B Switch Card is not present, you will not get a response.

[abSwitchSoftwareVersion] — 1.3.6.1.4.1.9477.1.4.3.1.3.Switchindex

A/B Switch Card Software Version. This is a read only variable, and is limited to a maximum of
14 characters.

On a 2U A/B Switch System, the A/B Switch cards have software. Therefore, this variable may
be different, depending on the software version on each card.

[abSwitchName] — 1.3.6.1.4.1.9477.1.4.3.1.4.Switchindex
A/B Switch Card Identification String. The string is limited to a maximum of 14 characters.
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